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22 December 2020 
 
 
Department of the Senate 
PO Box 6100 
Parliament House 
Canberra ACT 2600 
 
By Email: fintech.sen@aph.gov.au  
 
 
Dear Committee Secretariat 
 

Submission to the Select Committee on Financial Technology and 
Regulatory Technology 

 
 

1 Background 
 
1.1 Hamilton Blackstone Lawyers is pleased to provide a written submission to the Select 

Committee inquiry on Financial Technology and Regulatory Technology. 
 

1.2 Hamilton Blackstone Lawyers is one of Australia’s leading financial services legal, 
compliance and regulatory services provider, with a national focus on Australian financial 
services licensees and their businesses.  
 

1.3 Managing Director, Cristean Yazbeck, is a senior lawyer with over 15 years’ experience 
in the financial services industry. Cristean is an expert in financial services law and 
compliance, having worked with, and delivered timely and commercially-centric solutions 
to, some of the country's leading financial services providers. Cristean is a respected 
industry advocate, having close ties with APRA, ASIC, the Financial Planning 
Association (FPA) and previously with the Financial Services Counsel (FSC). 
 

1.4 Hamilton Blackstone Lawyers is supported by a dedicated FinTech function, led by Jerry 
Leung, Paralegal - FinTech. 
 

1.5 By way of further background, Jerry recently completed extensive coursework research 
pertaining to the Law and Regulation of FinTech at the University of Sydney as part of 
the Bachelor of Laws and Bachelor of Commerce (Business Law) program. He has 
previously operated his own software as a service (SaaS) startup which provided a cloud-
based codesigning platform for over 10,000 paid iOS and tVOS users.  

 
2 Scope of this submission 
 
2.1 This submission responds to the following call for feedback in the Second Issues Paper: 

 
Australia been at the forefront of developing international blockchain standards, 
chairing the ISO committee responsible for developing blockchain standards on a 
number of key topics including interoperability, terminology, privacy and security. 
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The committee seeks feedback on what other areas of digital international standards 
should be prioritised by the Australian Government to best enable FinTechs, 
RegTechs and other Australian stakeholders in the private and public sectors to 
benefit in the long term. 
 

2.2 The growing deployment of decentralised smart contracts functions as one of the most 
promising and innovative uses of blockchain technology in business. This has been 
recognised by the International Organisation for Standardisation (ISO) through the 
formation of Working Group 3 under ISO/TC 307 with a specific mandate to examine 
smart contracts and their applications. In particular, the development of Technical 

Specifications for legally binding smart contracts (ISO/AWI TS 23259) is now in its 
preparatory stages as at the date of this submission. 
 

2.3 It is crucial that the Australian Government prioritises the consideration of digital 
international standards pertaining to smart contracts in order to devise an appropriate 
regulatory strategy to overcome two significant barriers that are currently stifling the 
adoption of this technology in Australia: namely: 
 
(a) The uncertain legal status of smart contracts with respect to whether they 

are binding under Australian law; and 
 

(b) The inadaptability of smart contracts which can frustrate the jurisdiction of 
the courts and the will of the parties. 

 
2.4 These two issues will be considered in this submission.  
 
2.5 However, it is instructive to first consider what constitutes a ‘smart contract’ alongside 

the practical benefits of this novel technology.  
 

3 What are smart contracts? 
 

3.1 The ‘smart contract’ was first conceptualised in 1994 by Nick Szabo as being a 

‘computerized transaction protocol’ which performs the terms of an agreement. 1 
However, twenty-five years later, there remains a lack of consensus as to what 
constitutes a smart contract. Particularly, there are divergent opinions as to whether they 
must operate on a blockchain and whether they need to be entirely self-executing, self-

enforcing, or reduced to code.2  This submission focuses upon decentralised smart 
contracts which utilise distributed ledger technology to facilitate the automated execution 

of an agreement. Notably, such contracts can be entirely or partly expressed in code.3   
 

3.2 Blockchain-based smart contracts empower parties to engage in peer-to-peer 
transactions without being needing to rely upon an intermediary. Instead, validator nodes 
known as ‘miners’ automatically process transactions in accordance with a 

 

1 Nick Szabo, ‘Smart Contracts’ (Article, 1994) <https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/ 
CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart.contracts.html>. 
2 Riccardo de Caria, ‘Definitions of Smart Contracts: Between Law and Code’ in Larry A DiMattero, Michel Cannarsa and Cristina 
Poncibo (eds), The Cambridge Handbook of Smart Contracts, Blockchain Technology and Digital Platform (Cambridge University 
Press, 2020) 21-3. 
3 Ibid 19, 24. See also Buwaneka Arachichi, ‘Chains, Coins and Contract Law: The Validity and Enforceability of Smart Contracts’ 
(2019) 47(1) Australian Business Law Review 40, 42. 
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cryptographically-based consensus algorithm. Thus, smart contracts can increase the 
efficiency of doing business whilst eliminating the costs of engaging a third party.4 

 
3.3 Smart contracts also facilitate the execution of pseudonymous transactions. Although 

this may be attractive for criminals and may make it more difficult for a plaintiff to identify 
the person which legal proceedings should be initiated against, it preserves the privacy 
of the parties.5 The transparency of the transactions on a permissionless blockchain 
further instils confidence within its users, although a possible downside is that the 
substance of a smart contract will not remain confidential.6 

 
3.4 However, the arguably most impactful characteristics of a smart contract are its self-

enforcing and self-executory capabilities.7 Specifically, the contractual obligations of the 
parties are immutably enshrined as ‘if-then’ rules on the blockchain which will be 
automatically executed.8 This reduces the monitoring and enforcement costs which are 
normally incurred by contractual parties in the course of business.9 

 
3.5 However, there are numerous barriers that currently disincentivise Australian businesses 

from utilising smart contracts. As noted above, this submission examines and proposes 
solutions to two key issues: 
 
(a) The uncertain legal status of smart contracts with respect to whether they 

are binding under Australian law; and 
 

(b) The inadaptability of smart contracts which can frustrate the jurisdiction of 
the courts and the will of the parties. 

 
4 Legal status of smart contracts 

 
Legal uncertainty 
 

4.1 Smart contracts will naturally be afforded the opportunity to revolutionise business if 
industry participants are willing to experiment with their utilisation in novel contexts. 
However, it is likely that most businesses will only be inclined to use smart contracts to 
regulate their commercial relationships with other entities if and only if they are backed 
by the same force of law as a conventional contract. This is because parties who intend 
to create legal relations have a fundamental expectation that they will have the right to 
seek judicial remedies if the promises, bargains, reasonable expectations, or 
manifestations of objective intention encapsulated by the contract are not fulfilled.10 

 

4 Mark Giancaspro, ‘Is a ‘Smart Contract’ Really a Smart Idea? Insights From a Legal Perspective’ (2017) 33(6) Computer Law & 
Security Review 825, 832. 
5 Ibid 827; Arachichi (n 3) 56;  Mateja Durovic and Andrew Janseen, ‘Formation of Smart Contracts under Contract Law’  in Larry A 
DiMattero, Michel Cannarsa and Cristina Poncibo (eds), The Cambridge Handbook of Smart Contracts, Blockchain Technology and 
Digital Platform (Cambridge University Press, 2020) 72. 
6 Cristina Poncibo and Larry A Dimattero, ‘Smart Contracts: Contractual and Noncontractual Remedies’ in Larry A DiMattero, Michel 
Cannarsa and Cristina Poncibo (eds), The Cambridge Handbook of Smart Contracts, Blockchain Technology and Digital Platform 
(Cambridge University Press, 2020) 133. 
7 Alexander Savelyev, ‘Contract Law 2.0: “Smart” Contracts as the Beginning of the End of Classical Contract Law’ (2017) 26(2) 
Information and Communications Technology Law 116, 121; Kevin Werbach and Nicolas Cornell, ‘Contracts Ex Machina’ (2017) 
67(2) Duke Law Journal 313, 320. 
8 Werbach and Cornell (n 7) 353; Arachichi (n 3) 45. 
9 Werbach and Cornell (n 7) 335. 
10 Brian Coote, ‘The Essence of Contract: Part I’ (1998) 1 Journal of Contract Law 91, 99-107. See generally PS Atiyah, 

‘Contracts, Promises and the Law of Obligations’ (1978) 94 Law Quarterly Review 193. 
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4.2 Particularly, despite the fact that smart contracts are self-enforcing, there remains a 
possibility that their programming may be defective or vulnerable to exploitation by  
malicious actors. Such errors or security breaches can prevent their pre-programmed 
transactions from being completed. 11  As such, if an irreconcilable dispute subsists 
between the parties, the courts will likely be the forum to which they turn towards for a 
resolution – especially if they have entered into the smart contract on a permissionless 
blockchain network where there is no system administrator.  

 
4.3 However, in Australia, there is currently uncertainty as to whether a smart contract with 

its programmatic properties can be considered a ‘contract’. 12  Particularly, some 
academics have theorised that a smart contract does not amount to a binding agreement 
but rather, is merely a piece of software which is programmed to execute predetermined 
actions as a means of performing a contract.13 Others have argued that smart contracts 
are ‘event-driven’ actors which respond to information 14  or alternatively, are closed 
systems of law in and of themselves.15 
 
Implications and solutions 
 

4.4 Thus, even though an alternate dispute resolution mechanism could be embedded into 
the smart contract,16 the potential unavailability of judicial remedies as a last resort 
arguably functions as a significant impediment to the adoption of smart contracts in 
business. This is because most entities will likely be unwilling to sacrifice the commercial  
predictability associated with ordinary contracts in favour of utilising smart contracts 
which have an unsettled legal status. An ancillary issue which also arises relates to 
whether the courts will be capable of construing smart contracts.17 
 

4.5 Nonetheless, despite the legitimacy of these concerns, many commentators have 
persuasively contended that smart contracts can be legally binding under Australian and 
English contract law because they are capable of satisfying the requisite doctrinal 
requirements for contract formation.18 Accordingly, when considered in tandem with the 
state and federal Electronic Transaction Acts which allow natural persons or their 
automated agents to enter into contracts electronically, 19  the Australian courts may 
simply resolve smart contract disputes through a flexible application of conventional 
contract law principles.20 Subsequently, once there is precedent confirming that smart 
contracts can be legally binding agreements, it is likely that businesses will be more 
inclined to innovatively experiment with their deployment.  

 

11 UK Jurisdiction Taskforce, Lawtech Delivery Panel, Legal Statement on Cryptoassets and Smart Contracts (Statement, November 
2019) 31 (‘UK Smart Contracts Legal Statement’). 
12 See, eg, Data 61, Commonwealth Scientific and Industrial Research Organisation, Risks and Opportunities for Systems using 
Blockchain and Smart Contracts (Report, May 2017) 4; Department of Industry, Science, Energy and Resources, Australian 
Government, The National Blockchain Roadmap: Progressing Towards a Blockchain-Empowered Future (Report, February 2020) 
7, 50; Arachichi (n 3) 48. 
13 See, eg, Bernadette Jew, Peter Reeves and George Samman, ‘Smart Contracts: A Key Enabler for Corporate Digitalisation’ (April 
2017) Digital Business Lawyer 11. 
14 See, eg, Tim Swanson, ‘Consensus-as-a-Service: A Brief Report on the Emergence of Permissioned, Distributed Ledger Systems’ 
(Report, 6 April 2015) 15-6. 
15 See, eg, Savelyev (n 7) 132-3; Lawrence Lessig, Code: Version 2.0 (Basic Books, 2nd ed, 2006) 5. 
16 R3 and Norton Rose Fulbright, Can Smart Contracts be Legally Binding Contracts? (Report, November 2016) 19 (‘R3 and Norton 
Rose Fulbright White Paper’). 
17 Giancaspro (n 4) 832. 
18 See, eg, R3 and Norton Rose Fulbright White Paper (n 16) 22-6, 30-2; Arachichi (n 3) 48-58; UK Smart Contracts Legal Statement 
(n 11) 31-4.  
19 See, eg, Electronic Transactions Act 1999 (Cth) ss 8, 15C; Electronic Transactions Act 2000 (NSW) ss 7, 14C. 
20 R3 and Norton Rose Fulbright White Paper (n 16) 30-2. 
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4.6 However, rather than waiting for litigation to reach the courts, numerous governments 
have already taken steps to clarify the legal status of smart contracts. For example, the 
UK Jurisdiction Taskforce has released guidance confirming that smart contracts are 
subject to the ‘normal rules’ of conventional contracts and can therefore give rise to 
binding legal obligations, so long as the ordinary contract formation requirements are 
satisfied.21 In comparison, legislation has been passed in Arizona, Nevada and  France 
to acknowledge that smart contracts are contractually enforceable.22  

 
4.7 Thus, it would be prudent for the Australian Government to issue guidance or 

enact declarative legislation in order to reassure businesses that smart contracts 
are subject to the adjudication of the courts. This will enliven the ‘much needed 
market confidence, legal certainty and predictability’ 23  which is necessary to 
catalyse the use of smart contracts. 
 

4.8 Moreover, in regard to the ancillary issue, it is arguable that the existing Australian 
approach to contractual construction which seeks to discern the objective intention of the 
parties24 can be equally applied to smart contracts – albeit with the assistance of expert 
evidence to ‘decipher the smart contract code’.25  Of particular relevance is how the parol 
evidence rule does not operate to exclude evidence of extrinsic evidence until it is 
ascertained that the alleged contractual document is the ‘exclusive repository of the 
bargain’.26  Hence, the court will be empowered to examine all of the available evidence 
in order to determine whether the smart contract is: 
 
(a) Wholly expressed in natural language with a limited aspect of performance which 

is programmatically automated; 
 

(b) Partly expressed in code and partly expressed in natural language;  
 

(c) Wholly expressed in code with a supplementary natural language translation;  
 

(d) Wholly and concurrently expressed in' code and natural language; or  
 

(e) Wholly expressed in code. 27 
 

4.9 If a clause in the smart contract is ambiguous, an Australian court may have regard to 
the ‘surrounding circumstances’ during the interpretative process.28 For a category (c) 
contract, this allows the court to make reference to the natural language translation.  
 

4.10 Moreover, for category (d) contracts, if the two versions of the parties’ obligations are 
inconsistent with one another, a court could employ a teleological approach by ‘looking 
across the available versions [in order] to ascertain and give effect to the [agreement’s] 

 

21 UK Smart Contracts Legal Statement (n 11) 31-2. 
22 See 44 Ariz Rev Stat § 44-7061; 59 Nev Rev Stat § 719.020; Code Monétaire et Financier [Monetary and Financial Code] (France) 
art 223-12. 
23 UK Smart Contracts Legal Statement (n 11) 3. 
24 Giancaspro (n 4) 833. 
25 Pacific Carriers Ltd v BNP Paribas (2004) 218 CLR 451, 461 [22], cited in Toll (FGCT) Pty Ltd v Alphapharm Pty Ltd (2004) 219 
CLR 165, 179 [40]. 
26 State Rail Authority of New South Wales v Heath Outdoor Pty Ltd (1986) 7 NSWLR 170, 191 (McHugh JA). 
27 Cf Arachichi (n 3) 45-6, 54-5; R3 and Norton Rose Fulbright White Paper (n 16) 13. 
28 Codelfa Construction Pty Ltd v State Rail Authority of New South Wales (1981) 149 CLR 337, 352 (Mason J). 
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overarching purpose’.29 This process is equivalent to the existing Australian approach 
whereby a contract is construed holistically in light of its commercial purpose.30 

 
4.11 Thus, it is likely that the existing Australian approach towards contractual 

construction can equally be applied to smart contracts. Guidance or declarative 
legislation should be enacted by the Australian government to confirm this 
proposition, in order to instil confidence within the commercial sphere that the 
courts will be able to resolve smart contract disputes. 
 

5 Adaptability of smart contracts 
 
5.1 Whether smart contracts will attain widespread adoption in a way which revolutionises 

business also depends upon their capability to provide a practical means of regulating a 
commercial relationship. This threshold can only be met if smart contracts are flexible 
and capable of adapting to the changing circumstances which may manifest in the course 
of protracted commercial dealings.  
 
Qualified and conditional waivers of time stipulations 
 

5.2 A key factor which hinders the adaptability of smart contracts is the immutability of the 
blockchain. Notably, it is impossible for a vendor to discretionarily suspend a smart 
contract’s automated imposition of enforcement measures unless a mechanism allowing 
for this to occur was originally programmed into the contract.31 This is in contrast to a 
transaction which is governed by an ordinary contract, where a vendor is able to make 
an ad hoc decision to excuse a customer’s late payment in the interests of ‘preserving 
[their] long-term commercial relationship’.32 

 
5.3 Smart contracts which do not contain a discretionary power allowing for the vendor to 

conditionally waive a time stipulation (‘non-discretionary smart contract’) may also be 
non-compliant with Australia’s National Credit Code. This regime provides debtors 
experiencing financial hardship with the right to issue a notice which can delay the 
creditor’s initiation of enforcement proceedings for at least fourteen days.33 Moreover, 
non-discretionary smart contracts may cause vulnerable consumers to experience harsh 
outcomes if, for example, their electricity supply is automatically disconnected in the 
middle of winter because there were insufficient funds in their cryptowallet to pay the 
utilities bill. Such consequences could also cause the business which deployed the smart 
contract to experience reputational damage.34  
 
Variation 
 

5.4 Additionally, under a conventional contract, the parties are ordinarily at liberty to mutually 
amend their agreement in order to adapt to the exigencies which arise during 

 

29 Arachichi (n 3) 55 (citations omitted) (emphasis added). 
30 Electricity Generation Corporation v Woodside Energy Ltd (2014) 251 CLR 640, 657 [35] (French CJ, Hayne, Crennan and Kiefel 
J); Mount Bruce Mining Pty Ltd v Wright Prospecting Pty Ltd (2015) 256 CLR 104, 116 [47] (French CJ, Nettle and Gordon J). 
31 Jeffrey D Neuburger, Wai L Choy and Kevin P Milewski, Smart Contracts: Best Practices (Practice Note, 2019) 2. 
32 Stuart D Levi and Alex B Lipton, ‘An Introduction to Smart Contracts and Their Potential and Inherent Limitations’, Harvard Law 
School on Corporate Governance (Article, 26 May 2018) <https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-smart-
contracts-and-their-potential-and-inherent-limitations/>. 
33 National Consumer Credit Protection Act 2009 (Cth) sch 1 ss 72-75 (‘National Credit Code’). 
34 Danielle D’Onfro, ‘Smart Contracts and the Illusion of Automated Enforcement’ (2020) 61 Washington University Journal of Law 
and Policy 173, 183-5. 
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performance.35 However, the immutability of smart contracts contrastingly means that 
their terms cannot be altered after formation, unless a mechanism to effect various 
modifications was coded into the contract at its genesis.36 
 
Severance of terms 
 

5.5 The power of the courts to sever defective terms may also be impeded by the 
immutability of smart contracts. Unless a mechanism to effect these changes was coded 
into the contract at the time of formation, 37 it will be impossible for the parties to give 
effect to a court ruling which orders that an uncertain, incomplete, illusory, or illegal term 
be severed.38 It will also be impossible to give effect to a court’s declaration that an unfair 
term is void in accordance with the Australian Consumer Law.39  
 
Rescission 
 

5.6 Moreover, in situations where a vitiating factor arises, the innocent party will be unable 
to halt the performance of a void or voidable smart contract40 if it does not have a pre-
coded mechanism allowing for the discontinuance of performance.41 Under a contract of 
this type (‘unstoppable smart contract’), a party will also be impeded from exercising their 
‘legal right to be relieved from [their] contractual obligations’42 in circumstances where 
there is an applicable statutory cooling-off period.43 Furthermore, a person who did not 
have the capacity to enter into an unstoppable smart contract will similarly be powerless 
to effect their disaffirmance of the agreement whilst it remains on foot. 

 
5.7 To illustrate the undesirable implications, consider a scenario where Alice has entered 

into an unstoppable smart contract to send Bob a bundle of cryptoassets in exchange 
for a payment in cryptocurrency. However, immediately after contractual formation, Alice 
discovers that Bob’s pre-contractual statement which had induced her into entering the 
agreement was a fraudulent misrepresentation. Consequently, even if Alice exercises 
her right at common law to rescind the fully executory smart contract on this basis,44 the 
transfer of her cryptoassets to Bob will nonetheless ensue. 

 
5.8 Assuming that Bob remains uncooperative, Alice will consequently have the burden of 

seeking a judicial declaration that the notice of rescission which she issued had valid 
effect – alongside consequential orders45 compelling Bob to ‘re-convey ownership [of the 
cryptoassets] through the blockchain’. 46  Contrastingly, if the transaction had been 
governed by an ordinary contract, Alice could have simply refused to transfer the 
cryptoassets to Bob after issuing a notice of rescission. Although it would remain open 

 

35 Poncibo and Dimattero (n 6) 129. 
36 See below 12-3. 
37 Ibid.  
38 Jeannie Paterson, Andrew Robertson and Arlen Duke, Principles of Contract Law (Lawbook, 5th ed, 2016) 134, 831. 
39 Competition and Consumer Act 2010 (Cth) sch 2 ss 23-28 (‘Australian Consumer Law’). 
40 Andrew Luesley, ‘Unravelling Smart Contracts: Smart Contracts and the Law of Rescission in Canada’ (2019) 19 Asper Review 
of International Business and Trade Law 155, 161-2. 
41 See below 12-3. 
42 Luesley (n 40) 161. 
43 See, eg, Conveyancing Act 1919 (NSW) ss 66S-66V, 66ZB-66ZE, 66ZQ-66ZS; Australian Consumer Law (n 39) ss 82-88. 
44 Paterson, Robertson and Duke (n 38) 637, 784. 
45 Ibid 784. 
46 Poncibo and Dimattero (n 6) 121. 
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to Bob to deny that he had made a fraudulent misrepresentation to Alice, he would 
contrastingly have had the burden of pursuing a claim against her.  

 
5.9 Consequently, as illustrated above, an undesirable consequence is that the burden is 

shifted onto the innocent party to seek judicial orders for the ‘ex-post facto unravelling’ 
of a unstoppable smart contract if the parties are in dispute.47 This is because the 
performance of the contract will inevitably run to completion, such that the contracting 
parties will need to engage in a separate ‘reverse transaction’ that ‘factually rewinds’ the 
antecedent transaction 48  as to effect a restitutio in integrum. Equitable remedies 
including ‘accounts of profits, equitable compensation, equitable liens and asset tracing’ 
may also be necessary to ‘counteract the execution of the smart contract’.49 
 
Discharge 

 
5.10 Furthermore, because an auto-executing smart contract cannot be erased from the 

immutable blockchain, it cannot be stopped by the parties’ agreement, on the basis of 
repudiation, or even due to frustration50 – unless a power to initiate its cessation was 
included in the smart contract’s code at the time of formation. 51 
 
Implications and solutions 
 

5.11 Overall, it is undoubtedly problematic that contractual parties cannot amend or remove 
terms in a smart contract or stop its performance unless a mechanism which allows for 
the required intervening action to occur has been pre-programmed. Illustratively, if  a 
smart contract’s ex ante programming fails to provide a means to respond to an 
unforeseen event which arises in the course of business, a contracting party may be 
irrevocably locked into an auto-executing transaction which they do not wish to proceed 
with.52 Time-consuming and expensive legal proceedings may therefore need to be 
resorted to in order to ‘undo’ the effects of an undesired transaction.53 

 
5.12 It is therefore plain that the ex-post, remedial nature of contract law which enables 

grievances to be adjudicated and responded to on an ad hoc basis is at odds with the 
ex-ante, pre-emptive regulation that smart contracts depend upon. 54  As such, a 
‘fundamental problem’ with smart contracts’ is that the parties may face a costly and 

arguably impossible task of exhaustively reducing all contingencies to code.55 
 

5.13 In response to this dilemma, the mandatory inclusion of a government superuser in all 
blockchains has been suggested by some in order to allow the courts to pause, modify 
or discharge smart contracts. However, this ‘solution’ would destructively strip 

 

47 Luesley (n 40) 172-3. 
48 Durovic and Janssen (n 5) 72. 
49 Rachel Lidgate and Charlie Morgan, ‘Hashing Out the Implications of Smart Contracting Under the English Law’, Herbert Smith 
Freehills (Article, 2 October 2018) <https://www.herbertsmithfreehills.com/latest-thinking/hashing-out-the-implications-of-smart-
contracting-under-english-law>. 
50 Paterson, Robertson and Duke (n 38) 367-8, 379. 
51 See below 12-3. 
52 Eric Tjong Tjin Tai,, ‘Challenges of Smart Contracts: Implementing Excuses’ in Larry A DiMattero, Michel Cannarsa and Cristina 
Poncibo (eds), The Cambridge Handbook of Smart Contracts, Blockchain Technology and Digital Platform (Cambridge University 
Press, 2020) 98. 
53 See above 12-3. 
54 Werbach and Cornell (n 7) 318; Tai (n 52) 98. 
55 Tai (n 52) 97-8. 
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permissionless blockchains of their ‘resilience to [external] data manipulations’, 
rendering them no more trustworthy than a centralised database.56 It would also be 
impossible to implement within existing networks without the cooperation of its users. 

 
5.14 Rather, a significantly more favourable solution could be developed by considering the 

types of mechanisms which have been proposed by various FinTech experts in an 
attempt to overcome the unmodifiable and unstoppable nature of smart contracts. One 
such mechanism which could be integrated into a smart contract at its genesis is a 
programmatic function that listens to ‘external input[s] from oracles’57 and carries out the 
instructions which it receives. For example, pursuant to a court order, a command could 
be dispatched which directs the function to toggle a pre-coded ‘kill switch’ to disable the 
operation of an unfair term or alternatively, the entire contract. 58  Hence, whilst an 
immutable smart contract cannot be wholly or partially erased, some or all of its terms 
could be ‘deactivated’ by storing new points of data on the blockchain –  such as an ‘on’ 
state for the Boolean variable of a ‘kill switch’ toggle.59      

 
5.15 Moreover, to allow for variation, a smart contract could be programmed at its outset such 

that it ‘calls out’ to a separate satellite contract when it needs to reference specific terms. 
If those terms later need to be varied, the address of a new satellite contract containing 
the renegotiated terms could be pushed to the central contract through an oracle in order 
to give those terms binding effect. 60  Indeed, a smart contract of this species is 
comparable to a conventional contract which incorporates terms by reference to a 
separate, periodically amended document.61 

 
5.16 In light of the above analysis, it is consequently suggested that the Australian 

Government should partner with smart contract platform developers to create a 
well-documented, open-source collection of pre-coded boilerplate clauses that 
provide on-demand mechanisms for a smart contract to be varied, suspended, and 
terminated.62 Such clauses should be designed with the view that they will enable 
smart contracts to be ‘compatible’ with legislative regimes such the Australian 
Consumer Law and National Credit Code, ensuring that the rights of consumers 
are adequately protected. By incorporating these pre-made clauses into their own 
agreements, commercial entities would be empowered to efficiently create smart 
contracts which are adaptable to the legal and commercial exigencies that  arise 
after contract formation. This would be unequivocally favourable in catalysing the 
adoption of smart contracts in business. 
 

6 Final remarks 
 

6.1 Smart contracts are an innovative financial technology that utilise blockchain networks 
to facilitate the automatic, peer-to-peer execution of commercial transactions in an 
efficient, cost-effective manner. However, the unsettled legal status and inadaptability of 

 

56 Savelyev (n 7) 133-4. 
57 Durovic and Janssen (n 5) 74. 
58 See Bill Marino and Ari Juels, ‘Setting Standards for Altering and Undoing Smart Contracts’ in Jose Julio Alferes et al (eds), Rule 
Technologies: Research, Tools and Applications (Springer, 2016) 151, 161-3. See generally Olaf Meyer, ‘Stopping the Unstoppable: 
Termination and Unwinding of Smart Contracts’ (2020) 9(1) Journal of European Consumer and Market Law 17; Robert Herian, 
‘Smart Contracts: A Remedial Analysis’ (2021) 30(1) Information & Communications Technology Law 17. 
59 Marino and Juels (n 58) 162-3. 
60 Ibid 163-4. 
61 See, eg, Westpac Banking Corporation v Wittenberg (2016) 242 FCR 505, 563 (McKerracher J). 
62 Cf Werbach and Cornell (n 7) 360. 
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smart contracts in their current state is currently stifling the widespread adoption of these 
instruments in the Australian commercial sphere. In order to ensure that the Australian 
public and private sector can capitalise upon the benefits of smart contracts, it would be 
prudent for the Australian Government to formulate reforms to address these issues. The 
recommendations in this submission and the ISO standards pertaining to smart contracts 
which are currently in development will provide a sound starting point for doing so.  
 

6.2 We thank the Committee for the opportunity to contribute to the inquiry, and welcome the 
opportunity to discuss this submission or to otherwise assist the Committee further. 

 
 
Yours sincerely 
Hamilton Blackstone Lawyers 
 
 
Cristean Yazbeck  Jerry Leung 
Managing Director  Paralegal – FinTech 
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